socket layer

TYPE SOCKET

SOCK STREAM

descriptor descriptor
file{} file{}
f type f type
- £ data - £ data
socket {} socket {}
so_type so_type
so_proto

inetsw 2 <&+ so_proto

transport layer

tch:

i npcb{}

inp next

TCP Internet Protocol control blocks
and their relationships to other structures

inp next

inp next

inp prev

inp prev inp prev
inp faddr inp faddr
inp fport inp fport
inp laddr inp laddr
inp lport inp lport

inp_socket

\hbinp_socket

doubly linked circular list of all TCP
<«— Internet Protocol control blocks
and associated TCP control blocks

r—> so_pcb (—’ so_pcb mouf {} mbuf { }
/ in-order +—{ in-order
SO rcv SO rcv 1 TCP TCcP
- — segment segment
so_snd so_snd |
\ mbuf {}
segment
awaiting
ACK
i npcb{} i npcb{}

inp ppcb (-’ inp ppcb
route{} rout e{}
tcpcb{} tcpchb{} nmbuf {} nbuf {}
seg next seg next out-of-order out-of-order|
seg_prev seg prev |e— T1CP | TCP
= = segment segment
t_inpcb k—» t_inpcb
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TCP STATES (1) I

e Maintaining a TCP connection between two peers requires each peer to
remember the values of many state variables

e The values of all of the sequence-number variables, and other state variables

for the connection, are stored in a data structure called a Transmission
Control Block or TCB

> Every open TCP connection has both a TCB and an Internet
Protocol Control Block (InPCB)

> The UNIX kernel maintains a doubly linked circular list of the inpcb{}
and tcpcbq} structures

> Each inpcb{} occupies 84 bytes, and each tcpcb{} occupies 140 bytes,
in 4.4BSD-Lite-derived versions of UNIX

e The macroscopic (user-visible) TCP states are listed on slides 4-6

© C. D. Cantrell (11/1998)
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TCP STATES (2) I

e A TCP connection progresses from one state to another in response to the
following events:

> User calls:

o OPEN, SEND, RECEIVE, CLOSE, ABORT, and STATUS
> Flags in incoming segments

o SYN, ACK, RST and FIN

> Timeouts
e Not shown on the state diagram:

> Microscopic state variables (sequence variables, etc.)

© C. D. Cantrell (11/1998)
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— normal transitions for client
———- normal transitions for server

appl: state transitions taken when application issues operation
recv: state transitions taken when segment received
send: what is sent for thistransition

TCP state transition diagram

Reprinted from TCP/IP Illustrated, Volume 2: The Implementation
by Gary R. Wright and W. Richard Stevens,
Copyright © 1995 by Addison-Wesley Publishing Company, Inc.
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TCP STATES (3) I

o LISTEN — Waiting for a connection request from any remote TCP and port

e SYN-SENT — Waiting for a matching connection request after having sent
a connection request

e SYN-RECEIVED — Waiting for a confirming connection request
acknowledgment after having both received and sent a connection
request

e ESTABLISHED — An open connection

> Data received can be delivered to the user

> The normal state for the data transter phase of a connection

© C. D. Cantrell (11/1998)
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TCP STATES (4) I

o FIN-WAIT-1 — Waiting for a connection termination request from the re-
mote TCP, or an acknowledgment of the connection termination request
previously sent

o FIN-WAIT-2 — Waiting for the remote TCP to close in response to the
local TCP’s closing

> Can remain in this state “forever” under RFC 793

> Most implementations move to CLOSED after a timer expires

e CLOSE-WAIT — Waiting for a connection termination request from the
local user or application in response to the remote TCP’s close

> Can remain in this state “forever” under RFC 793

> Most implementations move to CLOSED after a timer expires

e CLOSING — Waiting for a connection termination request
acknowledgment from the remote TCP

© C. D. Cantrell (11/1998)
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TCP STATES (5) I

o LAST-ACK — Waiting for an acknowledgment of the connection
termination request previously sent to the remote TCP

> Included an acknowledgment of the remote TCP’s connection
termination request

o TIME-WAIT — Waiting for enough time to pass to be sure the
remote TCP received the acknowledgment of its connection
termination request

e CLOSED — No connection state at all (therefore not really a state)

© C. D. Cantrell (11/1998)
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ESTABLISHING A TCP CONNECTION (1) |

e [irst two steps of three-way handshake:
>TCP B (server) does a passive open (CLOSED — LISTEN)

o B listens on a well-known port for a connection request from a wild-
carded address (normally)

>TCP A (client) does an active open (CLOSED — SYN SENT)

o A sends B a TCP packet with the SYN flag set and with an initial
sequence number

>TCP B: LISTEN — SYN_RECEIVED
o B receives A’s request, creates connection state, sends a packet with
the SYN and ACK flags set and with:

¢ The sequence number of its SYN/ACK

¢ Acknowledgment number
= 1 4 the sequence number of A’s SYN

© C. D. Cantrell (11/1998)
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ESTABLISHING A TCP CONNECTION (2) |

e Last step of three-way handshake:

> TCP A: SYN.SENT — ESTABLISHED

o A receives B's SYN/ACK
o A sends a packet with the SYN flag set and with:

¢ Sequence number
= 1 + the sequence number of A’s initial SYN

¢ Acknowledgment number
= 1 + the sequence number of B’s SYN/ACK

>TCP B: SYN_RECEIVED — ESTABLISHED
e A sends B the first data packet with the ACK flag set and with:

> Sequence number
= 1 + the sequence number of A’s initial SYN

> Acknowledgment number
= 1 + the sequence number of B’s SYN/ACK

© C. D. Cantrell (11/1998)



TCP Three-Way Handshake

A (client) B (server)

Process. process.

connect listen
active open passive open

SYN_SENT SYN J LISTEN
SYN_RCVD

YN K, ACK L
ESTABLISHED
ACK K+1
ESTABLISHED
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ESTABLISHING A TCP CONNECTION (3) |

e Reasons for using a three-way handshake:

> It takes 3 packets to exchange and acknowledge sequence numbers for
both sender and receiver

> Old duplicate SYNs cannot be detected without independent
sequence numbers

e [f an incoming segment’s sequence number does not fall within the range of
acceptability (based on current parameters), the receiver sends a segment
with the RST (reset) flag turned on and with an acceptable sequence number

© C. D. Cantrell (11/1998)



TCP CONNECTION ESTABLISHMENT, PACKET 1

thor% telnet wotan discard[]

a

ETHER: -—--—-—- Ether He
ETHER: []

ETHER: Packet 1 arriv
ETHER: Packet size =
ETHER: Destination =
ETHER: Source =
ETHER: Ethertype = 08
ETHER: []

IP: ————- IP Header
IP: 0

IP: Version = 4[]

IP: Header length =
IP: Type of service
IP: XXXe ooos
IP: .0 ...
IP: eeee 0...
IP: eees o0..
IP: Total length = 4
IP: Identification =
IP: Flags = 0x4[]

IP: Ll.. ...
IP: ..0. ...
IP: Fragment offset
IP: Time to live = 2
IP: Protocol = 6 (TC
IP: Header checksum
IP: Source address =
IP: Destination addr
IP: No options]

IP: 0

TCP: ————- TCP Header
TCP: []

TCP: Source port = 62
TCP: Destination port
TCP: Sequence number
TCP: Acknowledgement
TCP: Data offset = 24
TCP: Flags = 0x02[]
TCP: ..0. ...
TCP: .0 ...
TCP: eeee 0...
TCP: eees o0..
TCP: ceee ool
TCP: ceee +0.0
TCP: Window = 8760[]
TCP: Checksum = 0Oxab2
TCP: Urgent pointer =
TCP: Options: (4 byte
TCP: - Maximum segment size
TCP: []

DISCARD: -—-—-—-—- DISCAR

i

ed at 21:57:9.09(]

58 bytes[]
8:0:20:12:62:e8, Sun[]
8:0:20:9c:22:5f, Sun[]
00 (IP)[]

20 bytes[]
= 0x00[]

= 0 (precedence)[]
normal delay[]
normal throughput[]
normal reliability[]
bytesl[]

47414

4

= do not fragment[]
last fragment[]
0 bytes[]

55 seconds/hopsl[]

P)[
bbb5[]

129.110.2.2, thor.utdallas.edu[]

ess

678[]
9 (DISCARD)[]
3709596133[]

o

number
bytes[]

No
No

urgent pointer(]
acknowledgement[]
No push[]

No reset[]

Syn[]

No Fin[]

dl]
of
s)U

1460 bytes[]

D:

129.110.2.1, wotan.utdallas.edu[]



ETHER: -—--—--—- Ether He
ETHER: [J

ETHER: Packet 2 arriv
ETHER: Packet size =
ETHER: Destination =
ETHER: Source =
ETHER: Ethertype = 08
ETHER: [J

IP: ————- IP Header
IP: 0

IP: Version = 4[]

IP: Header length =
IP: Type of service
IP: XXXe oeos
IP: .0 ...
IP: eee. 0...
IP: eees o0..
IP: Total length = 4
IP: Identification =
IP: Flags = 0x4[]

IP: Ll.. ...
IP: ..0. ...
IP: Fragment offset
IP: Time to live = 2
IP: Protocol = 6 (TC
IP: Header checksum
IP: Source address =
IP: Destination addr
IP: No options]

IP: 0

TCP: ————- TCP Header
TCP: []

TCP: Source port = 9[]
TCP: Destination port
TCP: Sequence number
TCP: Acknowledgement
TCP: Data offset = 24
TCP: Flags = 0x12[]
TCP: ..0. ...
TCP: el L.
TCP: eee. 0...
TCP: eees o0..
TCP: eeee ool
TCP: ceee +0.0
TCP: Window = 8760[]
TCP: Checksum = 0x3cd
TCP: Urgent pointer =
TCP: Options: (4 byte
TCP: - Maximum segment size
TCP: []

DISCARD: -—--——- DISCAR

i

TCP CONNECTION ESTABLISHMENT, PACKET 2

ed at 21:57:9.10(]

60 bytes[]
8:0:20:9c:22:5f, Sun[]
8:0:20:12:62:e8, Sun[]
00 (IP)[]

20 bytes[]

0x00[]

= 0 (precedence)[]
normal delay[]
normal throughput[]
normal reliability[]
bytes[]

51307[]

4

= do not fragment[]
last fragment[]

0 bytes[]

55 seconds/hopsl[]
P)[]

ac80[]

129.110.2.1, wotan.utdallas.edu[]

ess

62678 []
1393302321[]
3709596134[]

number
bytes[]

No urgent pointer(]
Acknowledgement[]
No push[]

No reset[]

= Syn[]

No Fin[]

£[]
o
s)U

1460 bytes[]

D:

129.110.2.2, thor.utdallas.edu[]



TCP CON

ETHER: ----—- Ether Head
ETHER: [J

ETHER: Packet 3 arrived
ETHER: Packet size = 54
ETHER: Destination = 8:
ETHER: Source = 8:
ETHER: Ethertype = 0800
ETHER: [J

IP: ————- IP Header --
IP: 0

IP: Version = 4[]

IP: Header length = 20
IP: Type of service =
IP: XXXe ooos
IP: eee0 L. =
IP: eees 0. =
IP: ceee J0.. =
IP: Total length = 40
IP: Identification = 4
IP: Flags = 0x4[]

IP: .. ...
IP: ce00 o =
IP: Fragment offset =
IP: Time to live = 255
IP: Protocol = 6 (TCP)
IP: Header checksum =
IP: Source address =1
IP: Destination addres
IP: No options]

IP: 0

TCP: ————- TCP Header -
TCP: []

TCP: Source port = 6267
TCP: Destination port =
TCP: Sequence number =
TCP: Acknowledgement nu
TCP: Data offset = 20 b
TCP: Flags = 0x10(]

TCP: .00 ...
TCP: ceel Lol =
TCP: eees 0. =
TCP: cees J0.. =
TCP: ceee .0,
TCP: B
TCP: Window = 8760[]
TCP: Checksum = 0x549c[]
TCP: Urgent pointer = 0
TCP: No options[]

TCP: []

DISCARD: -—--—-—- DISCARD:

i

= No

NECTION ESTABLISHMENT, PACKET 3

at 21:57:9.10[]
bytes[]
0:20:12:62:e8, Sun[]
0:20:9c:22:5f, Sun[]
(IP)[

bytes[]
0x00[]

= 0 (precedence)[]

normal delay[]
normal throughput[]
normal reliability[]
bytes[]

7415[]

= do not fragment[]

last fragment[]
0 bytes[]
seconds/hops[]

0
bbb8[]

29.110.2.2, thor.utdallas.edu[]
129.110.2.1, wotan.utdallas.edu[]

S

8[]

9 (DISCARD)[]
3709596134[]
mber 1393302322[]

ytes[]

= No urgent pointer[]

Acknowledgement[]
No push[]

No reset[]

Syn[]

No Fin[]

i
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TCP HALF OPEN CONNECTIONS I

e A TCP connection is called half open if one host has closed or aborted the
connection without signaling the other host

> Occurs when one host crashes, or when a PC is turned off with a TCP
connection still open, or in the course of a denial-of-service attack

> The “live” host may keep the connection open indefinitely
> Half open connections decrease the maximum available number of simul-
taneous connections

e Half open connections can be detected using a keepalive timer

> Not required in the TCP specification, but permitted in RFC 1122
> Many TCP implementations have a keepalive timer
> Not intended for link-state monitoring

o Heartbeat function should be implemented with a separate TCP con-
nection or out-of-band data

© C. D. Cantrell (11/1998)



TCP Half Open Connection

A (client) B (server)

Process. Process:

connect listen
active open passive open

SYN_SENT SYN J LISTEN
SYN_RCVD

SYN K, ACK I+l
ESTABLISHED
ACK K+1
ESTABLISHED
CRASH %




THE UNIVERSITY OF TEXASAT DALLAS UT D Erik Jonsson School of Engineering
e ] and Computer SCI ence

NORMAL TCP CONNECTION TERMINATION (1) I

e Assume that A and B are both in the ESTABLISHED state

> A begins an active close after it has finished sending data to B

o A sends a segment with the FIN flag turned on and makes the state
transition ESTABLISHED — FIN-WAIT-1

o A can still receive data in the FIN-WAIT-1 state
o This is called the TCP half close (one direction is shut down)

> In response, B begins a passive close

o TCP B finishes sending data to A

o Then B ACKs A’s FIN and makes the state transition
ESTABLISHED — CLOSE-WAIT

> Upon receiving B’s FIN, A continues its active close

o A makes the state transition FIN-WAIT-1 — FIN-WAIT-2 and sends
nothing to B

© C. D. Cantrell (11/1998)
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NORMAL TCP CONNECTION TERMINATION (2) I

o A’s state is FIN-WAIT-2; B’s state is CLOSE-WAIT
> B sends a segment with the FIN flag set and ACKs A’s FIN (again), then
makes the state transition CLOSE-WAIT — LAST-ACK

> A ACKs B’s FIN and makes the state transition
FIN-WAIT-2 — TIME-WAIT
o A makes the state transition TIME-WAIT — CLOSED after waiting
2*MSL
o The 2*MSL wait time is required because A’s last ACK may be lost,
and time must be allowed for B to retransmit its FIN

o MSL (Maximum Segment Lifetime) is a tunable parameter
¢ Common values are 30 s, 1 min, and 2 min

> B ends by making the state transition LAST-ACK — CLOSED after
receiving A’'s ACK

© C. D. Cantrell (11/1998)



Normal TCP Close

A (client) B (server)

ESTABLISHED ESTABLISHED

active close

FIN_WAIT_1 FIN M
passive close

(finish sending data)

ACK M+1 CLOSE_WAIT

FIN WAIT 2 application
- B close
M+l
FIN N, ACE LAST ACK
TIME_WAIT

. W_

v
CLOSED

CLOSED

2 MSL




TCP CONNECTION TERMINATION, PACKET 1

thor% " ]telnet> quit[]

0

ETHER: —-——-- Ether Header ----- 0

ETHER: [J

ETHER: Packet 4 arrived at 21:57:14.84[]
ETHER: Packet size = 54 bytes[]

ETHER: Destination = 8:0:20:12:62:e8, Sun[]

ETHER: Source = 8:0:20:9c:22:5f, Sun[]
ETHER: Ethertype = 0800 (IP)[]

ETHER: [J

IP:  ————- IP Header ----- 0

IP: 0

IP: Version = 4[]

IP: Header length = 20 bytes[]

IP: Type of service = 0x00[]

IP: XXX. .... = 0 (precedence)[]

IP: ...0 .... = normal delay[]

IP: eee. 0... = normal throughput[]
IP: eee. .0.. = normal reliability[]
IP: Total length = 40 bytes[]

IP: Identification = 47416[]

IP: Flags = 0x4[]

IP: .1.. .... = do not fragment[]
IP: ..0. .... = last fragment[]

IP: Fragment offset = 0 bytes[]

IP: Time to live = 255 seconds/hops[]

IP: Protocol = 6 (TCP)[]

IP: Header checksum = bbb7[]

IP: Source address = 129.110.2.2, thor.utdallas.edu[]
IP: Destination address = 129.110.2.1, wotan.utdallas.edu
IP: No options]

IP: 0

TCP: ————- TCP Header ----- 0

TCP: []

TCP: Source port = 62678[]

TCP: Destination port = 9 (DISCARD)[]

TCP: Sequence number = 3709596134[]

TCP: Acknowledgement number = 1393302322[]
TCP: Data offset = 20 bytes[]

TCP: Flags = 0x11[]

TCP: ..0. .... = No urgent pointer]]
TCP: ...l .... = Acknowledgement[]
TCP: eee. 0... = No push[]

TCP: eee. .0.. = No reset[]

TCP: eees «.0. = No Syn[]

TCP: ceee o..l = Fin[]

TCP: Window = 8760[]

TCP: Checksum = 0x549b[]

TCP: Urgent pointer = 0[]

TCP: No options[]

TCP: []

DISCARD: ————- DISCARD: ————- 0

i



TCP CONNECTION TERMINATION, PACKET 2

ETHER: -—--—-—- Ether He
ETHER: [J

ETHER: Packet 5 arriv
ETHER: Packet size =
ETHER: Destination =
ETHER: Source =
ETHER: Ethertype = 08
ETHER: [J

IP: ————- IP Header
IP: 0

IP: Version = 4[]

IP: Header length =
IP: Type of service
IP: XXXe ooos
IP: .0 ...
IP: eee. 0...
IP: eeee o0..
IP: Total length = 4
IP: Identification =
IP: Flags = 0x4[]

IP: l.. ...
IP: ..0. ...
IP: Fragment offset
IP: Time to live = 2
IP: Protocol = 6 (TC
IP: Header checksum
IP: Source address =
IP: Destination addr
IP: No options]

IP: 0

TCP: ————- TCP Header
TCP: []

TCP: Source port = 9[]
TCP: Destination port
TCP: Sequence number
TCP: Acknowledgement
TCP: Data offset = 20
TCP: Flags = 0x10(]
TCP: ..0. ...
TCP: el Ll
TCP: eee. 0...
TCP: eeee o0..
TCP: ceee +.0.
TCP: ceee +0.0
TCP: Window = 8760[]
TCP: Checksum = 0x549
TCP: Urgent pointer =
TCP: No options[]

TCP: []

DISCARD: -—--——- DISCAR

i

ed at 21:57:14.84[]

60 bytes[]
8:0:20:9c:22:5f, Sun[]
8:0:20:12:62:e8, Sun[]
00 (IP)[]

20 bytes[]

0x00[]

= 0 (precedence)[]
normal delay[]
normal throughput[]
normal reliability[]
bytes[]

51308[]

0

= do not fragment[]
last fragment[]

0 bytes[]

55 seconds/hopsl[]
P)[]

ac83[]

129.110.2.1, wotan.utdallas.edu[]
129.110.2.2, thor.utdallas.edu[]

ess

62678 []
1393302322[]

number 3709596135[]
bytes[]

= No urgent pointer[]
Acknowledgement[]
No push[]

No reset[]

= No Syn[]

No Fin[]

b[]
o

D:



TCP CONNECTION TERMINATION, PACKET 3

ETHER: -—--—-—- Ether He
ETHER: [J

ETHER: Packet 6 arriv
ETHER: Packet size =
ETHER: Destination =
ETHER: Source =
ETHER: Ethertype = 08
ETHER: [J

IP: ————- IP Header
IP: 0

IP: Version = 4[]

IP: Header length =
IP: Type of service
IP: XXXe ooos
IP: .0 ...
IP: eee. 0...
IP: eeee o0..
IP: Total length = 4
IP: Identification =
IP: Flags = 0x4[]

IP: l.. ...
IP: ..0. ...
IP: Fragment offset
IP: Time to live = 2
IP: Protocol = 6 (TC
IP: Header checksum
IP: Source address =
IP: Destination addr
IP: No options]

IP: 0

TCP: ————- TCP Header
TCP: []

TCP: Source port = 9[]
TCP: Destination port
TCP: Sequence number
TCP: Acknowledgement
TCP: Data offset = 20
TCP: Flags = 0x11[]
TCP: ..0. ...
TCP: el Ll
TCP: eee. 0...
TCP: eeee o0..
TCP: ceee +.0.
TCP: ceee oeel
TCP: Window = 8760[]
TCP: Checksum = 0x549
TCP: Urgent pointer =
TCP: No options[]

TCP: []

DISCARD: -—--——- DISCAR

i

ed at 21:57:14.85[]

60 bytes[]
8:0:20:9c:22:5f, Sun[]
8:0:20:12:62:e8, Sun[]
00 (IP)[]

20 bytes[]

0x00[]

= 0 (precedence)[]
normal delay[]
normal throughput[]
normal reliability[]
bytes[]

51309[]

0

= do not fragment[]
last fragment[]

0 bytes[]

55 seconds/hopsl[]
P)[]

ac82[]

129.110.2.1, wotan.utdallas.edu[]
129.110.2.2, thor.utdallas.edu[]

ess

62678 []
1393302322[]

number 3709596135[]
bytes[]

= No urgent pointer[]
Acknowledgement[]
No push[]

No reset[]

= No Syn[]

Fin[]

all
o

D:



TCP CO

ETHER: —---—-—- Ether Head
ETHER: [J

ETHER: Packet 7 arrived
ETHER: Packet size = 54
ETHER: Destination = 8:
ETHER: Source = 8:
ETHER: Ethertype = 0800
ETHER: [J

IP: ————- IP Header --
IP: 0

IP: Version = 4[]

IP: Header length = 20
IP: Type of service =
IP: XXXe ooos
IP: eee0 oo =
IP: eees 0. =
IP: ceee J0.. =
IP: Total length = 40
IP: Identification = 4
IP: Flags = 0x4[]

IP: .. ...
IP: ce00 oo =
IP: Fragment offset =
IP: Time to live = 255
IP: Protocol = 6 (TCP)
IP: Header checksum =
IP: Source address =1
IP: Destination addres
IP: No options]

IP: 0

TCP: ————- TCP Header -
TCP: []

TCP: Source port = 6267
TCP: Destination port =
TCP: Sequence number =
TCP: Acknowledgement nu
TCP: Data offset = 20 b
TCP: Flags = 0x10(]

TCP: ..0. ...
TCP: eeel Lol =
TCP: eees 0. =
TCP: ceee J0.. =
TCP: ceee +.0.
TCP: ceee o..0 =
TCP: Window = 8760[]
TCP: Checksum = 0x549a[]
TCP: Urgent pointer = 0
TCP: No options[]

TCP: []

DISCARD: -—--—-—- DISCARD:

i

= No

NNECTION TERMINATION, PACKET 4

at 21:57:14.85[]
bytes[]
0:20:12:62:e8, Sun[]
0:20:9c:22:5f, Sun[]
(IP)[

bytes[]
0x00[]

= 0 (precedence)[]

normal delay[]
normal throughput[]
normal reliability[]
bytes[]

7417[]

= do not fragment[]

last fragment[]
0 bytes[]
seconds/hops[]

0
bbb6[]

29.110.2.2, thor.utdallas.edu[]
129.110.2.1, wotan.utdallas.edu

S

8[]

9 (DISCARD)[]
3709596135(]
mber 1393302323[]

ytes[]

= No urgent pointer[]

Acknowledgement[]
No push[]

No reset[]

Syn[]

No Fin[]

i



TCP STATISTICS IN SOLARIS 2.6

thor% netstat -g[]

[

O

UDH]
udpInDatagrams = 11518 udpInErrors = o]
udpOutDatagrams = 11656[]

O

TCP tcpRtoAlgorithm = 4 tcpRtoMin = 200[]
tcpRtoMax =240000 tcpMaxConn = -1[]
tcpActiveOpens = 3847 tcpPassiveOpens = 3754[]
tcpAttemptFails = 0 tcpEstabResets = 1]
tcpCurrEstab = 26 tcpOutSegs =4060371[]
tcpOutDataSegs =4026922 tcpOutDataBytes =676257133|
tcpRetransSegs = 528 tcpRetransBytes =385738[]
tcpOutAck = 33349 tcpOutAckDelayed = 10761[]
tcpOutUrg = 1 tcpOutWinUpdate = 0[]
tcpOutWinProbe = 57 tcpOutControl = 15185[]
tcpOutRsts = 1 tcpOutFastRetrans =  213[]
tcpInSegs =1864905[]
tcpInAckSegs =1810706  tcpInAckBytes =676319953
tcpInDupAck = 8062 tcpInAckUnsent = o
tcpInInorderSegs = 57211 tcpInInorderBytes  =21215603[]
tcpInUnorderSegs = 6 tcpInUnorderBytes = 7300[]
tcpInDupSegs = 1 tcpInDupBytes = 1[]
tcpInPartDupSegs = 0 tcpInPartDupBytes = o]
tcpInPastWinSegs = 0 tcpInPastWinBytes = o
tcpInWinProbe = 0 tcpInWinUpdate = 57
tcpInClosed = 0 tcpRttNoUpdate = 307
tcpRttUpdate =1802850 tcpTimRetrans = 34999[]
tcpTimRetransDrop = 0 tcpTimKeepalive = 79
tcpTimKeepaliveProbe= 37 tcpTimKeepaliveDrop = 0]
tcpListenDrop = 0 tcpListenDropQ0 = 0[]
tcpHal fOpenDrop = 0
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THE TCP HALF CLOSE I

e Why did the designers of TCP invent the T'CP half close?

> Both the server and the client have to signal the end of data
transmission, and each one has to acknowledge the other’s signals

> The UNIX rsh command wouldn’t work without a half close

o Example:
thor), rsh wotan sort < datafile

o The sort process on the server (wotan) has to terminate, and the
server TCP has to send an end-of-data signal (FIN) to the TCP on the
client (thor), before the rsh process can terminate and the client TCP
can shut down its end of the connection

© C. D. Cantrell (11/1998)
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THE 2MSL (TIME WAIT) STATE I

e What good does the 2MSL wait state do?

> It allows enough time for:

o The active closer’s final ACK to get lost
o The passive closer to time out and retransmit its final FIN

o The active closer to retransmit its final ACK

> In other words, the 2MSL wait time prevents fragments of old
connections from coming back to haunt you

e What harm does the 2MSL wait state do?

> The socket pair that identifies the connection cannot be reused until the
2MSL timer runs out

© C. D. Cantrell (11/1998)
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TCP RESET SEGMENTS I

e T'CP sends a reset segment whenever a segment arrives that appears to be
incorrect for the connection specified by
(DestinationIPAddress.PortNumber, SourceIPAddress.PortNumber)

e Common causes of a reset:
> Arriving segment’s sequence number is outside the window of
acceptable sequence numbers
> Connection request to nonexistent port
o See example: telnet to port 3 (unused by TCP)
> Abortive release of a connection

o Required capability for all TCP /IP applications
o Queued data is discarded, not sent

o Can be generated by using the socket option SO_LINGER with a linger
time of 0

© C. D. Cantrell (07/1999)



TCP CONNECTION REQUEST TO NONEXISTENT PORT, PACKET 1

# snoop -o snoop-telnet-tyr -v -x 0 thor tyr |thor% telnet tyr 3[]

Using device /dev/hme (promiscuous mode) |Trying 129.110.2.8...[

2 °C |telnet: Unable to connect to remote host:
# snoop -v -i snoop-telnet-tyr |connection refused[]

ETHER: -—---- Ether Header —----- [0

ETHER: []

ETHER: Packet 1 arrived at 2:24:22.28[]
ETHER: Packet size = 58 bytes[]
ETHER: Destination = 8:0:20:1d:36:d4, Sun[]

ETHER: Source = 8:0:20:9c:22:5f, Sun[]
ETHER: Ethertype = 0800 (IP)[]

ETHER: [J

IP:  ————- IP Header ----- 0

IP: 0

IP: Version = 4[]

IP: Header length = 20 bytes[]

IP: Type of service = 0x00[]

IP: XXX. .... = 0 (precedence)[]
IP: ...0 .... = normal delay[]

IP: eee. 0... = normal throughput[]

IP: eee. .0.. = normal reliability[]

IP: Total length = 44 bytes[]

IP: Identification = 48561[]

IP: Flags = 0x4[]

IP: .1.. .... = do not fragment[]

IP: ..0. .... = last fragment[]

IP: Fragment offset = 0 bytes[]

IP: Time to live = 255 seconds/hops[]

IP: Protocol = 6 (TCP)[]

IP: Header checksum = b733[]

IP: Source address = 129.110.2.2, thor.utdallas.edu[]
IP: Destination address = 129.110.2.8, tyr.utdallas.edu[]
IP: No options]

IP: 0

TCP: ————- TCP Header ----- 0

TCP: []

TCP: Source port = 61012[]

TCP: Destination port = 3 []

TCP: Sequence number = 568152619[]
TCP: Acknowledgement number = 0[]
TCP: Data offset = 24 bytes[]

TCP: Flags = 0x02[]

TCP: ..0. .... = No urgent pointer]]
TCP: ...0 .... = No acknowledgement[]
TCP: eee. 0... = No push[]

TCP: eee. .0.. = No reset[]

TCP: ceee «o1. = Syn]

TCP: cese «..0 = No Fin[]

TCP: Window = 8760[]

TCP: Checksum = 0x0ca8[]

TCP: Urgent pointer = 0[]

TCP: Options: (4 bytes)[]

TCP: - Maximum segment size = 1460 bytes[]
TCP: []

i




TCP CONNECTION REQUEST TO NONEXISTENT PORT, PACKET 2

ETHER: —-——-- Ether Header ----- 0

ETHER: []

ETHER: Packet 2 arrived at 2:24:22.28[]
ETHER: Packet size = 60 bytes[]

ETHER: Destination = 8:0:20:9c:22:5f, Sun[]

ETHER: Source = 8:0:20:1d:36:d4, Sun[]
ETHER: Ethertype = 0800 (IP)[]

ETHER: [J

IP:  ————- IP Header ----- 0

IP: 0

IP: Version = 4[]

IP: Header length = 20 bytes[]

IP: Type of service = 0x00[]

IP: XXX. .... = 0 (precedence)[]

IP: ...0 .... = normal delay[]

IP: eee. 0... = normal throughput[]
IP: eee. .0.. = normal reliability[]
IP: Total length = 40 bytes[]

IP: Identification = 56129[]

IP: Flags = 0x4[]

IP: .1.. .... = do not fragment[]
IP: ..0. .... = last fragment[]

IP: Fragment offset = 0 bytes[]

IP: Time to live = 255 seconds/hops[]

IP: Protocol = 6 (TCP)[]

IP: Header checksum = 99a7[]

IP: Source address = 129.110.2.8, tyr.utdallas.edu[]
IP: Destination address = 129.110.2.2, thor.utdallas.edu[]
IP: No options[]

IP: 0

TCP: ————- TCP Header ----- 0

TCP: []

TCP: Source port = 3[]

TCP: Destination port = 61012 []

TCP: Sequence number = 0[]

TCP: Acknowledgement number = 568152620[]
TCP: Data offset = 20 bytes[]

TCP: Flags = 0x14[]

TCP: ..0. .... = No urgent pointer[]
TCP: ...1 .... = Acknowledgement[]
TCP: ees. 0... = No push[]

TCP: eee. .1l.. = Reset[]

TCP: eese «.0. = No Syn[]

TCP: eese «+.0 = No Fin[]

TCP: Window = 0[]

TCP: Checksum = 0x4689[]
TCP: Urgent pointer = 0[]
TCP: No options[]

TCP: []

i
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SO_LINGER I

e The SO_LINGER option alters the functioning of close() for a TCP con-
nection

> Default action (SO LINGER not enabled): close() returns at once, but
TCP attempts to deliver any remaining data to the peer (other end of the
connection)

> Action if SO_LINGER is enabled with a linger time of 0:
o TCP sends a reset segment
> Action if SO_LINGER is enabled with a linger time > 0:

o Application process sleeps until all data is ACK’ed or the linger time
expires

© C. D. Cantrell (07/1999)
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TCP CONNECTION ESTABLISHMENT TIMEOUT I

e TCP times out a connection attempt if no SYN/ACK is received in response
to an initial SYN segment within a certain time

> In 4.4BSD, the connection-establishment timer is set by the TCP param-
eter TCPTV_KEEP_INIT

o Default value is 75 seconds

> In Solaris 2.6, the parameter that sets the connection-establishment timer
1S tcp ip abort cinterval

o Default value is 180 s
> All retransmissions use an exponential backoff algorithm

o Network delays may differ by orders of magnitude

o Example: In an attempt to telnet to a host that was down, the following

retransmission intervals were observed: 3.49 s, 6.40 s, 12.80 s, 25.60 s,
51.20 s

© C. D. Cantrell (11/1998)



TCP CONNECTION REQUEST TO NONEXISTENT HOST, PACKET 1

# snoop -0 snoop-telnet-siegrune -v -x 0 thor siegrune[]

Using device /dev/hme (promiscuous mode)[]

6 ~c[]

0

thor% date;telnet siegrune discard;date[]

Sat Nov 7 22:27:52 CST 1998[]

Trying 129.110.2.9...[]

telnet: Unable to connect to remote host: Connection timed out[]
Sat Nov 7 22:31:14 CST 1998[]

a

thor% cat snoop-telnet-siegrune.txt[]

a

ETHER: Packet 1 arrived at 22:27:52.92[]
IP:  ————- IP Header ----- 0

IP: 0

IP: Version = 4[]

IP: Header length = 20 bytes[]

IP: Type of service = 0x00[]

IP: XXX. .... = 0 (precedence)[]

IP: ...0 .... = normal delay[]

IP: eee. 0... = normal throughput[]
IP: eee. .0.. = normal reliability[]
IP: Total length = 44 bytes[]

IP: Identification = 11603[]

IP: Flags = 0x4[]

IP: .1.. .... = do not fragment[]
IP: ..0. .... = last fragment[]

IP: Fragment offset = 0 bytes[]

IP: Time to live = 255 seconds/hops[]

IP: Protocol = 6 (TCP)[]

IP: Header checksum = 4791[]

IP: Source address = 129.110.2.2, thor.utdallas.edu[]
IP: Destination address = 129.110.2.9, siegrune.utdallas.edu[]
IP: No options]

IP: 0

TCP: ————- TCP Header ----- 0

TCP: []

TCP: Source port = 62758[]

TCP: Destination port = 9 (DISCARD)[]
TCP: Sequence number = 3944603774[]
TCP: Acknowledgement number = 0[]
TCP: Data offset = 24 bytes[]

TCP: Flags = 0x02[]

TCP: ..0. .... = No urgent pointer]]
TCP: ...0 .... = No acknowledgement[]
TCP: eee. 0... = No push[]

TCP: eee. .0.. = No reset[]

TCP: ceee «o1. = Syn]

TCP: eese «+.0 = No Fin[]

TCP: Window = 8760[]

TCP: Checksum = Oxae3a[]
TCP: Urgent pointer = 0[]
TCP: Options: (4 bytes)[]

TCP: - Maximum segment size = 1460 bytes[]
TCP: []
DISCARD: —-———- DISCARD:  ————- 0

i



TCP CONNECTION REQUEST TO NONEXISTENT HOST, PACKET 2

ETHER: Packet 2 arrived at 22:27:56.41[]

IP:  ————- IP Header ----- 0

IP: 0

IP: Version = 4[]

IP: Header length = 20 bytes[]

IP: Type of service = 0x00[]

IP: XXX. .... = 0 (precedence)[]
IP: ...0 .... = normal delay[]

IP: eee. 0... = normal throughput[]

IP: eee. .0.. = normal reliability[]

IP: Total length = 44 bytes[]

IP: Identification = 11604[]

IP: Flags = 0x4[]

IP: .1.. .... = do not fragment[]

IP: ..0. .... = last fragment[]

IP: Fragment offset = 0 bytes[]

IP: Time to live = 255 seconds/hops[]

IP: Protocol = 6 (TCP)[]

IP: Header checksum = 4790[]

IP: Source address = 129.110.2.2, thor.utdallas.edu[]
IP: Destination address = 129.110.2.9, siegrune.utdallas.edu[]
IP: No options]

IP: 0

TCP: ————- TCP Header ----- 0

TCP: []

TCP: Source port = 62758[]

TCP: Destination port = 9 (DISCARD)[]
TCP: Sequence number = 3944603774[]
TCP: Acknowledgement number = 0[]
TCP: Data offset = 24 bytes[]

TCP: Flags = 0x02[]

TCP: ..0. .... = No urgent pointer]]
TCP: ...0 .... = No acknowledgement[]
TCP: eee. 0... = No push[]

TCP: eee. .0.. = No reset[]

TCP: ceee «o1. = Syn[]

TCP: cesee «+.0 = No Fin[]

TCP: Window = 8760[]

TCP: Checksum = Oxae3a[]
TCP: Urgent pointer = 0[]
TCP: Options: (4 bytes)[]

TCP: - Maximum segment size = 1460 bytes[]
TCP: []
DISCARD: —-———- DISCARD:  ————- 0

i



TCP CONNECTION REQUEST TO NONEXISTENT HOST, PACKET 3

ETHER: Packet 3 arrived at 22:28:2.81[]

IP:  ————- IP Header ----- 0

IP: 0

IP: Version = 4[]

IP: Header length = 20 bytes[]

IP: Type of service = 0x00[]

IP: XXX. .... = 0 (precedence)[]
IP: ...0 .... = normal delay[]

IP: eee. 0... = normal throughput[]

IP: eee. .0.. = normal reliability[]

IP: Total length = 44 bytes