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FUNCTIONAL REQUIREMENTS FOR OSPF

• Improve convergence time

• More descriptive routing metric than hop count

! Provide ability to take bandwidth and delay into account

• Allow discovery of multiple best paths

• Provide for hierarchical routing

• Provide for autonomous systems

! Distinguish internally-derived from externally-derived routes

• Provide for CIDR

• Provide security for routing updates

! Control which routers can join an OSPF domain

• Provide support for ToS routing

! Provide separate link metrics and routing table for each ToS
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Router ID The Router ID of the packet' s source. In OSPF, the source and destination of a routing protocol
packet are the two ends of an (potential) adjacency.

Area ID A 32 bit number identifying the area that this packet belongs to. All OSPF packets are associated
with a single area. Most travel a single hop only. Packets travelling over a virtual link are labelled
with the backbone Area ID of 0.0.0.0.

Checksum The standard IP checksum of the entire contents of the packet, starting with the OSPF packet header
but excluding the 64-bit authentication field. This checksum is calculated as the 16-bit one's
complement of the one' s complement sum of all the 16-bit words in the packet, excepting the
authentication field. If the packet' s length is not an integral number of 16-bit words, the packet is
padded with a byte of zero before checksumming.

AuType Identifies the authentication scheme to be used for the packet.

Authentication A 64-bit field for use by the authentication scheme.

OSPF HEADER FIELDS
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OSPF PACKET TYPES

• Hello: Discover/maintain neighbors

• Database Description: Summarize database contents

• Link State Request: Database download

• Link State Ack: Flooding acknowledgment

• Link State Update: Propagate network updates

� Receive message, look at timestamp

� If not present in database, add & broadcast

� Else if timestamp in database is lower, replace number in message with
database value, re-broadcast

� Else if timestamp is higher, transmit database value in new message on
incoming interface

� If timestamps are equal, do nothing



OSPF HELLO PACKET FORMAT

Options

1

neighbor

Neighbor

Backup Designated Router

Designated Router

Rtr PriHelloInterval

RouterDeadInterval

Network mask

.

.

. for each
Repeated

32241680

OSPF packet header

2



OSPF LINK STATE REQUEST PACKET FORMAT

3

.

.

.

LS adv.
for each
Repeated

32241680

Advertising Router

Link State ID

LS type

OSPF packet header
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OSPF (2)

• References: RFC 2328; Moy, OSPF: Anatomy of an Internet Routing
Protocol (Addison-Wesley, 1998)

• Makes a local computation of lowest-cost path

� Converges much faster than RIP, which makes a distributed
computation

◦ OSPF converges in 1 update interval, while RIP requires Dnetwork

update intervals

� Can handle networks of much larger diameter than RIP

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC23xx/rfc2328.txt
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WHY NOT IS-IS INSTEAD OF OSPF?

• IS-IS is the OSI link state routing protocol

! Runs directly over the datalink layer

◦ Doesn’t use IP
◦Must duplicate some of IP’s features

! IS-IS didn’t provide for shortcut routes between areas

! IS-IS couldn’t fragment LSPs

! The IS-IS packet format uses unaligned fields
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DEBUGGING TOOLS FOR ROUTING (1)

• nslookup
� User tool for resolving host names to IP addresses and vice versa

� Useful for eliminating name service as a cause of apparent routing prob-
lems

• Example:

thor% nslookup ftp.de.uu.net

Server: poteidaia.utdallas.edu

Address: 129.110.10.1

Name: ftp.de.uu.net

Address: 192.76.144.75
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DEBUGGING TOOLS FOR ROUTING: PING

• Gives information on delay and reliability

� Ping your local interface first to eliminate it as a cause of failure

• Uses ICMP echo request and reply

• Limitations:

� Knowing what host to ping

� Some systems won’t respond to ping because of security problems
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EXAMPLE OF PING

thor% ping -n -I2 ftp.de.uu.net

PING ftp.de.uu.net (192.76.144.75): 56 data bytes

64 bytes from 192.76.144.75: icmp_seq=0. time=2124. ms

64 bytes from 192.76.144.75: icmp_seq=1. time=2014. ms

64 bytes from 192.76.144.75: icmp_seq=2. time=1871. ms

64 bytes from 192.76.144.75: icmp_seq=3. time=2075. ms

64 bytes from 192.76.144.75: icmp_seq=4. time=1971. ms

64 bytes from 192.76.144.75: icmp_seq=5. time=2073. ms

64 bytes from 192.76.144.75: icmp_seq=6. time=1983. ms

64 bytes from 192.76.144.75: icmp_seq=7. time=2024. ms

64 bytes from 192.76.144.75: icmp_seq=8. time=2016. ms

64 bytes from 192.76.144.75: icmp_seq=9. time=2021. ms

64 bytes from 192.76.144.75: icmp_seq=10. time=2015. ms

^C

----ftp.de.uu.net PING Statistics----

12 packets transmitted, 11 packets received, 8% packet loss

round-trip (ms) min/avg/max = 1871/2017/2124
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DEBUGGING TOOLS FOR ROUTING: TRACEROUTE

• Gives information on entire route

• Pinpoints links that don’t respond

� Use ping to get more information on suspicious links

• Uses UDP, with IP TTL increased in steps of 1 for successive
intermediate links

� Results in “ICMP time exceeded” at each intermediate link

• At destination, requests port (usual UDP port +n)

� Results in “ICMP port unreachable” message

• Path tracing uses IP loose source routing option

• Limitations:

� Doesn’t work for multicast

� Requires root permission to execute on UNIX-like systems
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NON-UNIX EXAMPLE OF TRACEROUTE

Hop Result Min Avg Max IP Name

1 3/3 0.117 0.147 0.207 129.110.80.2 iitsgw.utdallas.edu

2 3/3 0.131 0.153 0.189 129.110.80.1 gw-net80.utdallas.edu

3 3/3 0.123 0.153 0.199 192.225.17.10 thenet-utd.snap.net

4 3/3 0.129 0.152 0.198 129.117.24.17 ut5-h2-1-0.the.net

5 3/3 0.137 0.187 0.229 192.12.10.30 utx1-fe3-0-0.tx-bb.net

6 3/3 0.132 0.157 0.200 192.12.10.14 sprint-gw-h5-0-0.tx-bb.net

7 3/3 0.154 0.172 0.202 144.228.135.33 sl-gw11-fw-11-0-t3.sprintlink.net

8 3/3 0.145 0.161 0.178 144.232.1.225 sl-bb11-fw-1-2.sprintlink.net

9 3/3 0.204 0.210 0.216 144.232.8.54 sl-bb10-sea-0-0.sprintlink.net

10 3/3 0.197 0.212 0.227 144.232.6.18 sl-bb3-sea-0-0-0.sprintlink.net

11 3/3 0.198 0.226 0.254 137.39.250.50 hssi5-1-0.br1.sea1.alter.net

12 3/3 0.200 0.218 0.239 146.188.200.78 105.atm3-0-0.xr2.sea1.alter.net

13 3/3 0.202 0.220 0.241 146.188.200.122 100.atm10-0-0.tr2.sea1.alter.net

14 3/3 1.285 1.485 1.699 146.188.137.177 110.atm7-0.tr2.nyc1.alter.net

15 3/3 1.235 1.383 1.500 146.188.178.197 198.atm7-0.xr2.nyc1.alter.net

16 3/3 1.316 1.497 1.633 146.188.177.29 194.atm11-0-0.cr1.nyc2.alter.net

17 3/3 1.538 1.723 1.854 137.39.131.126 500.hssi5-1.cr1.frankfurt.de.alter.net

18 3/3 1.612 1.735 1.927 139.4.26.66 sfr1.dortmund.de.alter.net

19 3/3 1.398 1.640 2.003 192.76.144.75 ftp.de.uu.net
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EXAMPLE OF PRTRACEROUTE

$ prtraceroute ftp.germany.eu.net

traceroute to ftp.germany.eu.net (192.76.144.75) with AS and policy additions

1 AS3354 gw2.utdallas.edu 129.110.2.100 [I]

2 AS3354 utddmzfe.utdallas.edu 129.110.5.1 [I]

3 AS3354 129.117.39.225 129.117.39.225 [I]

4 AS3354 ut5-h2-1-0.the.net 129.117.24.17 [I]

5 AS6922 utx1-fe3-0-0.tx-bb.net 192.12.10.30 [E1]

6 AS6922 sprint-gw-h5-0-0.tx-bb.net 192.12.10.14 [I]

7 AS1239 sl-gw11-fw-11-0-T3.sprintlink. 144.228.135.33 [E1]

8 AS1790 sl-bb11-fw-1-2.sprintlink.net 144.232.11.57 [?]

9 AS1790 sl-bb22-ana-5-0.sprintlink.net 144.232.8.174 [I]

10 AS1790 sl-gw10-ana-8-0-0.sprintlink.n 144.232.1.54 [I]

11 AS1239 sl-teleglob-4-0-T3.sprintlink. 144.228.173.2 [?]

12 AS6453 207.45.212.226 207.45.212.226 [?]

13 AS6453 207.45.209.250 207.45.209.250 [I]

14 AS6453 207.45.223.38 207.45.223.38 [I]

15 AS6453 207.45.223.62 207.45.223.62 [I]

16 AS8297 195.219.64.201 195.219.64.201 [E1]

17 AS8297 Seicom-gw.Teleglobe.net 195.219.64.210 [I]

18 AS6751 grf-ffm-ge033.germany.net 151.189.9.49 [ERROR]

19 AS6751 frankfurt.germany.net 151.189.0.20 [I]
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AUTONOMOUS SYSTEM IDENTIFICATION
USING PRTRACEROUTE

AS Path followed: AS3354 AS6922 AS1239 AS1790 AS1239 AS6453 AS8297 AS6751

AS3354 = THEnet primary AS

AS6922 = GSC, TAMU, and THEnet State of Texas Backbone

AS1239 = SprintLink Backbone

AS1790 = SprintLink Washington D.C.

AS6453 = Teleglobe Canada Inc.

AS8297 = Teleglobe US/CANADA. Europian Autonomous System

AS6751 = callisto.germany.net GmbH
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LABEL SWITCHING vs.
HARDWARE FORWARDING

• Both technologies attempt to optimize datapath functions by:

� Optimizing the forwarding of common types of datagrams

� Using a crossbar switch instead of a bus

• Motivation: Vastly increased router performance, necessitated by:

� Internet growth

� Predicted increase in use of multicasting and multimedia

• Label switching: Based upon ATM forwarding (VCI switching)

� Exact match on a fixed-length label instead of longest match on
destination prefix makes forwarding simpler, hence faster

� IETF standard (MPLS) (RFCs 3031, 3032, 3034, 3035, 3036, 3037, 3038)

• Hardware forwarding

� Standard forwarding algorithms implemented in VLSI

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC30xx/rfc3031.txt
http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC30xx/rfc3032.txt
http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC30xx/rfc3034.txt
http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC30xx/rfc3035.txt
http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC30xx/rfc3036.txt
http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC30xx/rfc3037.txt
http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC30xx/rfc3038.txt
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FORWARDING EQUIVALENCE CLASSES

• The members of a forwarding equivalence class (FEC) are the packets
that are handled by the router in exactly the same way

� Example: All unicast packets that are sent to the same next-hop router

• A FEC is an equivalence class

� Forwarding equivalence is reflexive, symmetric and transitive

� Equivalence classes are either identical or disjoint

◦ Two different FECs are disjoint
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EQUIVALENCE RELATIONS AND EQUIVALENCE CLASSES

• An equivalence relation among elements of a set S is a binary relation
(written as ≡) that satisfies the following axioms:

� Reflexivity:
∀ a ∈ S : a ≡ a.

� Symmetry:
∀ a, b ∈ S : a ≡ b ⇒ b ≡ a.

� Transitivity:

∀ a, b, c ∈ S : [a ≡ b and b ≡ c] ⇒ a ≡ c.

• Two equivalence classes either are identical or have no elements in common.

� To prove this, suppose that x ∈ [a] and x ∈ [b]. Then a ≡ x and x ≡ b.
For every y ∈ [a], y ≡ a; therefore (by transitivity) y ≡ x and y ≡ b.
Hence y ∈ [b]. It follows that [a] ⊆ [b]. One shows similarly that [b] ⊆ [a].
Therefore [a] = [b].
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PACKET LABELS

• References:

� References: Bruce Davie and Yakov Rekhter, MPLS: Technology and
Applications (Morgan Kaufmann Publishers, 2000)

� RFCs 3031, 3032

• A packet label is a fixed-length integer that:

� Is used to index a unique entry in the forwarding table of a label switch-
ing router (LSR)

� May be inserted in an existing header field, or carried in a “shim” header
between the datalink-layer and network-layer headers

� Does not encode any part of the network-layer header

◦ Labels replace conventional forwarding algorithms, not network-layer
addresses

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC30xx/rfc3031.txt
http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC30xx/rfc3032.txt
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MULTIPROTOCOL LABEL SWITCHING (MPLS)

• References: RFCs 3031, 3032

• Components and features:

� Independence of a particular network layer

� Forwarding by use of label-switching techniques

◦ Support for hierarchical routing

� Label Switched Paths (LSPs)

� Label stack

� LSP tunneling

◦ Virtual private networks (VPNs)

� Control by use of:

◦ Dynamic routing protocols for distribution of routing information

◦ Downstream or downstream-on-demand label binding

◦ Label Distribution Protocol (LDP)

◦ RSVP (for explicit routing)

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC30xx/rfc3031.txt
http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC30xx/rfc3032.txt
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ADVANTAGES OF MPLS (1)

• In conventional IP routing, a packet is assigned to a forwarding equivalence
class (FEC) by each router it traverses

� Longest prefix match, based on destination address in packet header

� TOS/DiffServ field

• In MPLS, a packet is assigned to an FEC once, on ingress to the network

� Information used may be more than what is in the Layer 3 header

� No further analysis of the packet is needed at subsequent routers

� The forwarding algorithm uses exact match of labels

◦ The label is a short integer, which is used as an index into a forwarding
table

� Each table entry contains next-hop information and a new label

� The old label is replaced with the new label, and the packet is for-
warded to the next hop
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ADVANTAGES OF MPLS (2)

• MPLS forwarding can be done by switches that cannot do longest prefix
match at all, or at the required speed

• Different ingress routers will use different labels for packets traveling to the
same destination

� Forwarding decisions to a given destination can depend on the ingress
router

◦ An IP datagram contains the original source address, but not the iden-
tity of the ingress router

• Specification of a route for a particular FEC can be done on ingress

� Provides support of policy or traffic engineering

� Replaces source routing (IPv4) or routing headers (IPv6)
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LABEL SWITCHING ROUTERS (LSRs)

• References: Bruce Davie and Yakov Rekhter, MPLS: Technology and Ap-
plications (Morgan Kaufmann Publishers, 2000) and RFC 3031

• A label switching router routes datagrams according to a label in the
datagram header (or in a “shim” header attached to the datagram)

� After consulting a forwarding table that is indexed by the label, the router
replaces the incoming label with the appropriate outgoing label and for-
wards the datagram on the appropriate interface(s)

� Implementations of label switching:

◦ Multiprotocol label switching (MPLS) (RFCs 3031 and 3032)

◦ Obsolete implementations:

� Toshiba’s Cell Switching Router (CSR)

� Ipsilon/Nokia’s IP Switching

� Cisco’s Tag Switching

� IBM’s Aggregate Route-based IP Switching (ARIS)

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC30xx/rfc3031.txt
http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC30xx/rfc3031.txt
http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC30xx/rfc3032.txt
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CARRYING A LABEL IN A DATAGRAM

• Option 1: Use an existing field (ATM VCI or VPI; Frame Relay DLCI)

� Works only with some datalink-layer technologies

• Option 2: Use a “shim” header inserted between the network-layer header
and the datalink-layer header

� Similar to an 802.1Q VLAN tag

� Can be read (with software modifications) by many existing routers

� Insertion of an MPLS “shim” must be disabled if the next-hop router is
not an LSR

� In the MPLS standard (RFCs 3031 and 3032), the “shim” is actually a
stack of one or more labels

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC30xx/rfc3031.txt
http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC30xx/rfc3032.txt
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MPLS LABEL STACK ELEMENT FORMAT (RFC 3032)

0 1 2 3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ Label

| Label | Exp |S| TTL | Stack

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ Entry

Label: Label Value, 20 bits

Exp: Experimental Use, 3 bits

S: Bottom of Stack, 1 bit

TTL: Time to Live, 8 bits

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC30xx/rfc3032.txt
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FORWARDING TABLES
IN A LABEL-SWITCHING ROUTER (LSR)

• An entry in an LSR’s forwarding table is of the form

+------------------+----------------------+-----------------------+

| Incoming label | 1st subentry | 2nd subentry | ...

+------------------+----------------------+-----------------------+

| Incoming label i | Outgoing label j | Outgoing label k | ...

| | Outgoing interface j | Outgoing interface j | ...

| | Next-hop address j | Next-hop address j | ...

+------------------+----------------------+-----------------------+

� For unicast forwarding, there is only one subentry per label

� For multicast forwarding, there is a subentry for every outgoing interface
for that multicast group and incoming interface

� An LSR may maintain a single table for all interfaces, or a table for each
interface



THE UNIVERSITY OF TEXAS AT DALLAS Erik Jonsson School of Engineering
and Computer Science 

c© C. D. Cantrell (12/1998)

LABEL SWITCHING FORWARDING ALGORITHM

• Steps:

� Read label of incoming datagram

� Use label as index into forwarding table

� For each subentry, insert outgoing label into label field

� For each subentry, forward on outgoing interface

• Features:

� All the information needed to forward a datagram is obtained in 1 memory
access

� Simpler forwarding than with conventional routing because only one for-
warding algorithm is used for all types of datagrams

� If separate forwarding tables are maintained for each interface, then the
label switching forwarding algorithm is (essentially) the ATM forwarding
algorithm



The University of Texas at Dallas Erik Jonsson School of
Engineering & Computer Science 

c© C. D. Cantrell (10/2005)

SOURCE ROUTING USING LABEL SWITCHING (1)

• Goal: Use a label stack to permit an ingress router to specify the entire route
for a forwarding class

V T X Y W

U

Area A (transit area)Area B Area C

LSR

Z
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SOURCE ROUTING USING LABEL SWITCHING (2)

V T X Y W

U

Area A (transit area)Area B Area C

Z

LSR Type Incoming label stack Outgoing label stack Next hop

T border hM 6= 5, Ni h10, Ni X
X interior h10, Ni h12, Ni Y
Y interior h12, Ni h17, Ni W
W border h17, N 6= 2i hNi U
Z border h6i N/A (in C)
W border h17, 2i h2i Z
T border h5i h10, 2i X (→W)
V border N/A h5i T
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FORWARDING USING LSP TUNNELING

V T X Y W

U

Area A (transit area)Area B Area C

Z

• Router V sends a datagram to a destination in area C via area A

Sending LSR Receiving LSR Label stack

V T 〈5〉
T X 〈10, 2〉
X Y 〈12, 2〉
Y W 〈17, 2〉
W Z 〈2〉
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CONTROL COMPONENT OF LABEL SWITCHING

• Procedures by which an LSR can:

� Create bindings between FECs and next-hop addresses

◦ Handled by conventional routing protocols (OSPF, RIP, BGP, etc.)

� Create bindings between labels and FECs

� Inform other LSRs of the bindings that it creates

� Use the bindings that it creates, and that it learns about, to construct
the forwarding table
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LOCAL vs. REMOTE BINDING

• Local binding: Labels are chosen by the local LSR

• Remote binding: Labels are chosen by a different LSR

• Downstream binding: Incoming labels are bound locally

• Upstream binding: Outgoing labels are bound locally
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CONTROL-DRIVEN vs. DATA-DRIVEN LABEL BINDING

• Data-driven label binding:

� Conventional forwarding of a packet triggers creation/destruction of bind-
ings

� Number of routing-table entries
≤ number with control-driven binding

� Increases control traffic

• Control-driven label binding:

� Label bindings are precomputed

� Conventional routing algorithms not needed
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DISTRIBUTION OF LABEL BINDINGS

• Option 1: Use conventional routing protocols

� Works only with protocols that explicitly map FECs to next hops

� Compatibility problems arise if formats must be changed

• Option 2: Use a new label distribution protocol

� Consistency problems may arise between label bindings and routing in-
formation
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LABEL DISTRIBUTION PROTOCOL (LDP)

• Reference: RFC 3036

• Components and features:

� LSR discovery mechanism

� Runs over TCP (for reliability)

� Message classes:

◦ Adjacency messages (for initialization, keepalive, shutdown)

◦ Label Advertisement messages (binding advertisements, requests, with-
drawal, release)

� Extensible using messages specified as collections of 〈type,length,value〉
(TLV) encoded objects

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC30xx/rfc3036.txt
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LOOPS IN DATAGRAM FORWARDING

• Routing protocols usually eliminate loops in steady-state operation

• Transient loops can still occur while information is being updated

� Loops cause non-productive uses of network resources

◦ Router buffers and CPU(s)

◦ Network bandwidth

� Countermeasures:

◦ Loop prevention

� Ensure that no traffic enters a loop

◦ Loop mitigation

� Decrement the value of the IP header TTL field at each hop

� Decrementing the TTL works with a LS “shim” header, but not with
ATM or Frame Relay (which lack a TTL header field)



THE UNIVERSITY OF TEXAS AT DALLAS Erik Jonsson School of Engineering
and Computer Science 

c© C. D. Cantrell (12/1998)

MULTICAST SUPPORT UNDER LABEL SWITCHING

• Multicast routing uses spanning trees

• An LSR has to identify a unique multicast tree given only the ordered pair
〈label, incoming interface〉
� Possible only if there is a forwarding table for each interface

• LSRs must support native multicast, if any exists (as in Ethernet)

� One LSR must handle label creation, binding and distribution for each
multicast tree

� It must be possible to identify a multicast tree even when the incoming
interface is attached to a multiple-access network

� Each binding
〈label, incoming interface〉 ↔ multicast tree
must be unique
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IPSILON’S IP SWITCHING

• RFCs: 1953, 1954, 1987

• Uses an ATM switch for forwarding

• Control is implemented using a separate hardware
IP switch controller

• New protocols:

� General Switch Management Protocol (GSMP)

◦ Allows an ATM switch to be controlled by an IP switch controller

◦ Useful, but not essential for IP switching

� Ipsilon Flow Management Protocol (IFMP)

◦ Label binding protocol for IP switching

◦ An essential component of IP switching

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC19xx/rfc1953.txt
http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC19xx/rfc1954.txt
http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC19xx/rfc1987.txt
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IPSILON’S IP SWITCH ARCHITECTURE

• IP switch controller

� Acts as the “master” of an ATM switch

◦ Communicates with an ATM switch using GSMP

◦ Controls label binding by communicating with other IP switches using
IFMP

◦ Acts as an IP router

◦ Implemented as an Intel-based PC with an ATM interface card

◦ Runs a modified version of FreeBSD

• ATM switch

� Acts as the “slave” of the IP switch controller

� Maintains a default VC with a well-known VPI/VCI for
communicating control information with other IP switches
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LABEL BINDING IN IP SWITCHING

• A flow is a sequence of IP datagrams with identical values of certain header
fields

� Label binding is called flow redirection in IP switching because label
binding results in redirecting a flow from the default VC to a new VC

• A label consists of a 〈VCI, VPI〉 pair

� An IP switch can send an IFMP REDIRECT message to an
upstream IP switch, binding a label to a certain flow

◦ The downstream switch acts independently, without waiting for REDI-
RECT messages from other switches

� Connection between sender (upstream) and receiver (downstream):

◦ Direct (i.e., both are on the same physical network)

◦ Through an ATM VP
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TYPES OF FLOWS IN IP SWITCHING

• A flow is a sequence of IP datagrams with identical values of certain header
fields

Flow Type IP or TCP Header Fields

Type 1 IP: Version, IHL, TOS, TTL, Protocol,
Source Address, Destination Address

TCP: Source Port Number, Destination Port Number
Type 2 IP: Version, IHL, TTL, Source Addr., Dest. Addr.

• Type 1 flows are between specific applications on specific hosts

• Type 2 flows are between specific hosts
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SOFT STATE vs. HARD STATE

• State is stored information

• Soft state is stored information that times out automatically after some
predetermined interval

� To be maintained, must be refreshed before timeout occurs

� Example: ARP cache contents

• Hard state is stored information that is retained at least as long as the
device storing it stays up

� Normally removed using an explicit teardown mechanism

� Examples:

◦ TCP connection data structures

◦ Non-volatile RAM contents

� EEPROM contents (Sun)

� CMOS contents (Wintel)
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IPSILON FLOW MANAGEMENT PROTOCOL (IFMP)

• Used to bind 〈VCI, VPI〉 labels to flows

� The state installed by IFMP is soft (times out if not refreshed)

◦ Thus IFMP can run over unreliable & connectionless IP

• IFMP adjacency protocol

� Enables adjacent switches to learn one another’s identity

◦ Adjacent switches each have at least one interface attached to the same
physical network

� An IFMP ADJACENCY message is sent periodically in an IP
datagram destined for the limited broadcast address (if applicable)

• Methods for detecting loss of state synchronization between adjacent IP
switches:

� A link instance number is assigned to each link

� IFMP packets carry sequence numbers
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IFMP ADJACENCY MESSAGE FORMAT

• Reference: RFC 1953

0 1 2 3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Version | Op Code | Checksum |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Sender Instance |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Peer Instance |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Peer Identity |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Peer Next Sequence Number |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Reserved | Reserved | Max Ack Intvl |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| |

~ Address List ~

| |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC19xx/rfc1953.txt
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IFMP ADJACENCY MESSAGE FIELDS

• Op codes:

Op Code Message Op Code Message

0 SYN (synchronize state) 2 RSTACK (reset)
1 SYNACK 3 ACK

• Sender instance

� A 32-bit integer that is unique within the recent past

◦ Changes whenever the link or the sender comes back up

◦ For SYN, SYNACK, and ACK: Sender’s instance number

◦ For RSTACK: Requester’s instance number

• Peer ID: Peer’s (SYN, SYNACK, ACK) or sender’s (RSTACK)
IP address

• Peer next sequence number: Value expected by sender
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IFMP REDIRECT MESSAGE FORMAT

• Reference: RFC 1953

0 1 2 3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Version | Op Code | Checksum |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Sender Instance |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Peer Instance |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Sequence Number |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| |

~ Message Body ~

| |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC19xx/rfc1953.txt
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IFMP REDIRECT MESSAGE ELEMENT

• Reference: RFC 1953

• The body of an IFMP REDIRECT message contains a list of one or more
REDIRECT message elements, which have the following form:

0 1 2 3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Flow Type | Flow ID Length| Lifetime |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Label |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| |

~ Flow Identifier ~

| |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC19xx/rfc1953.txt
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IFMP FLOW TYPE 1 IDENTIFIER

• Reference: RFC 1953

0 1 2 3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|Version| IHL |Type of Service| Time to Live | Protocol |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Source Address |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Destination Address |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Source Port | Destination Port |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

• Generated by downstream IP switch

� Downstream generation guards against incorrectly binding
additional IP flows to the same label

� Packet header fields can be filtered before a flow is accepted

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC19xx/rfc1953.txt
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IFMP FLOW TYPE 2 IDENTIFIER

• Reference: RFC 1953

0 1 2 3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|Version| IHL | Reserved | Time to Live | Reserved |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Source Address |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Destination Address |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC19xx/rfc1953.txt
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IFMP REDIRECTION PROTOCOL MESSAGE TYPES

• REDIRECT (Op Code = 4)

� Used to bind a label to a flow

• RECLAIM (Op Code = 5)

� Unbinds a label

• RECLAIM ACK (Op Code = 6)

• LABEL RANGE (Op Code = 7)

� Communicates the acceptable range of labels

• ERROR (Op Code = 8)
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IFMP COMPRESSION OF IPv4 HEADERS

• Together, the flow ID and flow encapsulation contain all of the fields of the
IPv4 header

� Flow ID contains (at least) the version, header length, TTL, source ad-
dress and destination address

� Flow encapsulation contains the remaining IP header fields

� The full IPv4 header can be regenerated at a border IP switch
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TTL MANAGEMENT IN IFMP

• The TTL field of the IP header is used for loop mitigation

• The flow ID contains the upstream TTL

� The TTL is not decremented at each intermediate ATM switch (as would
be required if each switch were an IP router)

� Instead, the TTL is decremented by the number of hops when the IP
header is reassembled downstream

� The header checksum is modified for the new TTL during header reassem-
bly
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GENERAL SWITCH MANAGEMENT PROTOCOL (GSMP)

• Reference: RFC 1987

• Allows master to:

� Establish and release VC connections across the switch

� Add/delete leaves of multicast connections

� Manage ports (up, down, reset, loopback)

� Request data (configuration information, statistics)

• Allows slave to inform master of switch or connection conditions (link failure,
etc.)

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC19xx/rfc1987.txt
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TAG SWITCHING

• Reference: RFC 2105

• Components and features:

� Independence of a particular network layer

� Forwarding by use of label-switching techniques

� Control by use of:

◦ Standard protocols for distribution of routing information

◦ Tag Distribution Protocol (TDP)

� Support for explicit routing (using RSVP)

� Valid methods of tag binding:

◦ Downstream binding

◦ Downstream binding on demand (i.e., when requested by an
upstream switch)

◦ Upstream binding

http://www.utdallas.edu/~cantrell/ee6345/RFCs/RFC21xx/rfc2105.txt



